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Abstract

The study focused on Organisational Values and Librarians’ Digital Security Behaviours in
Universities in South-East, Nigeria. The study adopted a survey design, with a sample of two
hundred and ninety-five respondents, of which two hundred and forty-one were returned and
used for this study. A structured questionnaire was the instrument for data collection with a return
rate of 82%. The data generated were analyzed using simple percentages, frequency tables, mean,
standard deviation, and regression analysis. The study used descriptive and inferential statistics. The
result revealed that among the security behaviour indicators, top on the list of digital security behaviours
commonly practiced by librarians in university libraries in South-East, Nigeria was securing mobile
devices (x = 4.15, SD = 1.019), antivirus protection (x = 3.88, SD = 1.178), scheduled backups (x =
3.76, SD = 1.227) and firewall (x = 2.85, SD = 1.403). The findings also revealed that strong passwords
(x = 2.5082; SD = 1.303) and securing laptops were sometimes practiced whereas the respondents do not
participate in annual security awareness training. It was discovered that organizational values are
generally established and prevalent in the libraries as indicated by the grand mean of 3.82(SD =1.111) on
a 5-point Likert-type scale. The findings further revealed that integrity had the highest average mean (x =
4.17, SD = 0.867) while employee welfare had the lowest average mean (x = 3.40, SD = 1.267) on a 5-
point Likert-type scale. In addition, the study also found that organizational value has a positive
and significant influence on librarians’ digital security behaviour in university libraries in South-
East, Nigeria (R* = 0.095, = 0.309, 1 (239) = 5.014, p < 0.05). Finally, the study found that lack of
laid down security policies and procedures (72.2%) was the number one challenge barring
librarians’ digital security behaviour in university libraries. It was suggested that library authorities
should ensure that librarians are sensitized on the importance of using strong passwords in their
computers, making sure backups are done regularly for the safety of volumes of data in their systems to
be protected from inside hackers and those outside. The study recommended that even though
organizational values are prevalent in university libraries in South-East, Nigeria, it is pertinent that
stakeholders, university management and administrations look into employee welfare to sustain and
possibly improve organizational value in their libraries.

Keywords: Librarians’ digital security behaviour, Organisational values, University libraries, South-East,
Nigeria.
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Introduction

Libraries are under constant attack from
internal and external threats that put the
integrity, availability and confidentiality of
their information at risk. Amidst the digital
era, university libraries, and organisations,
have encountered a growing risk of security
threats, including data breaches, rules and
regulations, ransomware attacks, and social
engineering exploits, prompting them to
adopt heightened vigilance to safeguard their
assets (Michael, 2023). Librarians’ security
behaviour is defined as the behaviour of
librarians in using organisational information
systems (including hardware, software, and
network systems), and such behaviour may
have security implications. Examples of
employee security behaviour include how
members of staff handle their passwords,
how they deal with organisational data, and
how they wuse network resources. This
behaviour may pose security threats. An
analysis of data published by the UK
Information Commissioner’s office
identified that 64% of reported information
security incidents and breaches across all
sectors were likely to be the result of human
error (Evans et al., 2019). There is a need to
understand the role that improved librarians’
security behaviours in the defense of
organisational information security. Research
must looks to understand the range of factors
that can influence the security behaviours of
librarians. One such approach is to study the
relationship between information sensitivity
and security behaviours in the workplace
(Blythe, 2015). Securely guarding sensitive
information is a goal of all organisations to
minimize the threat of data breaches. Some
of the librarians’ security behaviour
indicators that guide the study as reviewed
from the literature include strong passwords,
firewalls, secure mobile devices, Antivirus

protection, secure laptops, and scheduled
backups. These measures can be achievable
when librarians feel there is fairness in
resource allocation, decision-making and
interpersonal  interaction  within  the
university libraries in the South-East.
However, the capacity of a librarian to be
security conscious could be influenced by
other factors which is the organisational
value prevalent in his/her university library.

Organizational values are a set of core
beliefs held by an organization. They provide
and give direction to the organization in the
areas of accountability, respect, integrity,
teamwork, and responsibility. Organisational
values can be used to inspire compliance
with security standards in university
libraries. Looking at university libraries,
organizations, companies, and businesses at
all levels just to name a few, the employees’
turnover rate will be reduced drastically if
the above mentioned need to focus more on
the individual values of employees. The
fundamental purposes of any business,
organization or firm are to make a profit,
expand operations, and gain competitive
advantage in the marketplace (Ofori &
Sokro, 2022). This is also applicable to
university ~ libraries  where the core
responsibilities of librarians are to solve the
information needs of their clients, and users,
and the protection of data is paramount to the
success of libraries. Meanwhile, in pursuance
of these objectives, supervisors, heads of
department, superiors, and enterprise
managers need to take certain actions to
compete more effectively and meet the needs
of universities, and stakeholders as the case
may be. As a result, heads of libraries in
academic institutions, and managers over the
last few years have been directing their
attention towards cultivating core
organizational values since these are the
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fundamentals of security behaviour on how
to handle all systems they are using to work
with, on how to relate with colleagues,
students, users, fellow employees,
customers, vendors, and competitors. Aldag
and Kuzuhara (2002) emphasize that the
sharing of values is key to successful
performance.

Anecdotal and empirical evidence show that
librarians’ security behaviour is poor and has
manifested in such behaviour in the
university library such as spam mails,
identity thefts, phishing, and data leakage
(Thecla & Chinelo, 2020; Campbell, 2016).
Such  threats also include  website
defacement, espionage, theft of intellectual
property, denial-of-service (DoS) attacks,
and destructive malware (Verge, 2013).
Other similar insecure behaviours such as
writing down passwords carelessly, delaying
a backup, and sending unencrypted emails
are also noted (Ying & Mikko, 2019) and
obnoxious patron behaviuor (Lincoln, 1984).
While the identified factors that have
resulted in the security breaches of librarians
in public, private and state universities in
South-East, Nigeria, may be true, other
factors such as organisational justice could
also  exacerbate  librarians’ security
behaviour. This factor is yet to be tested for
its empirical influence. This is the gap that
this study is attempting to fill. Therefore, this
study investigated the influence of
organisational value, on librarians’ security
behaviour in university libraries in South-
East, Nigeria.

Objective of the Study

The general objective of the study is to
investigate the influence of organisational
value, on digital security behaviour of
librarians in university libraries in South-
East, Nigeria. The specific objectives are to:

1. find out the digital security behaviour
exhibited by librarians in university
libraries in South-East, Nigeria;

2. determine the prevalent
organisational values of librarians in
university libraries in South-East,
Nigeria.

3. find out the influence of
organisational values on security
behaviour of librarians in university
libraries in South-East, Nigeria;

4. find out the challenges of the security
behaviour of librarians in university
libraries in South-East, Nigeria.

Research Questions

1. What are the digital security
behaviours exhibited by librarians in
university libraries in South-East,
Nigeria?

2. What organisational values are
prevalent among librarians in
university libraries in South-East,
Nigeria?

3. What are the challenges of security
behaviour of librarians in university
libraries in South-East, Nigeria?

Research Hypothesis

Considering the objectives of the
study and the research interest, the
following hypothesis has been
postulated for the study and was
tested at 0.05 significance level.
Ho;. Organisational value has no
significant influence on librarians’
digital  security = behaviour in
university libraries in South-East,
Nigeria.

REVIEW OF RELATED LITERATURE

Librarians’ Digital Security Behaviour

The concept of librarians’ security behaviour
was initially viewed in different ways by
researchers such as; employees security
behaviour, information security,
cybersecurity, computer fraud & security,
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information  security  behaviour, and
cybercrime, for instance, Guo (2013)
defined employees security behaviours as
“the behaviour of employees in using
organisational Information system (IS)
(including hardware, software, and network
systems etc.), and such behaviour may have
security  implications”.  Examples  of
employee security behaviour include how
members of staff handle their passwords,
how they deal with organisational data and
how they use network resources (Guo,
2013). This behaviour may either pose or
moderate organisational IS security threats.
The two types of employee security
behaviour that will be examined are
compliant behaviour (i.e. adhering to the
policies, procedures, and norms of an
organisation about information security) and
non-compliant behaviour (i.e. intentional but
no malicious behaviours of employees that
may put organisational information security
at risk and on-compliance to the policies,
procedures and norms of an organization
about information security).

Information  security/librarian’s  security
behaviour represents the protection of
information/data systems and information
from potential unauthorized access, use,
disclosure, disruption, modification, perusal,
inspection, recording or destruction. Thus,
the information security becomes part of our
lives. Information security/librarian’s
security is influenced by the people who use
the same technologies that enable these
processes in accordance with which it takes
place. The increasing influence of thinking
about information security policies indicates
the width and complexity of the content that
is being covered. Information security can be
defined as a state of condition of
confidentiality, integrity, and availability of
data, which is achieved by applying certain
standards and measures, and organizational
support for business planning,

implementation, verification, and updating of
standards and measures (Narodne 2007). The
aim of information security activities is the
detection and prevention of non-authorized
information technology user activities such
as librarians from malicious behaviours
against organization assets that they are
supposed to protect (Gollmann 1999). Chang
and Lin (2007) stated that information
security is a social and organisational
problem since technical systems must be
operated and used by people.

University libraries are vulnerable to security
risks from the private and public populations.
Further, members of the university
community, both students, faculty and staff,
can pose security problems. Security issues
in university libraries are numerous. These
include; data breaches, rules and regulations,
ransomware attacks, and social engineering
exploits, prompting them to adopt
heightened vigilance to safeguard their assets

(Michael, 2023). The common way to
prevent external attacks is the
implementation of technical security

controls, including firewalls, anti-malware
software, and authentication controls. These
measures are widely employed by
organisations and are largely effective. On
the other hand, an insider threat refers to an
intentional or unintentional misuse of an
organization’s information system by
employees that may negatively affect the
confidentiality, integrity, or availability of
that  organization’s  vital information.
Maintaining employees’ compliance with
information security rules is a more
problematic matter as technical controls are
unable to prevent all human blunders. For
instance, employees tend to write passwords
down, share them with colleagues or send
confidential information in an unencrypted
form. It is estimated that at least half of
information security breaches are made by
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(1) internal personnel, and (2) deviant
behaviour is best managed with a
combination of technical and social
measures. Overcoming the issue of “human
error” has received considerable attention in
Behavioural Information Security research.
Various approaches designed to improve
employee security behaviour have been
suggested by Information Security scholars.
These range from security awareness
programs (3) and security education and
training (4) to approaches that take into
account deterrents (5) as well as cognitive
factors (Posey et al, 2016). Some of the
Librarians’ security behaviour indicators that
will guide the study as reviewed from the
literature  include  strong  passwords,
firewalls, antivirus protection, secure mobile
devices, secure laptops, and scheduled
backups.

Organisational Values in Organisations

Values reflect what one feels is important in
their life. At the individual level, values
could include concepts such as caring,
empathy, or trust, among many others. At
the organisational level, examples of values
might include accountability, customer
service, and safety. Of course, it is certainly
possible that personal and organisational
values overlap or even  become
indistinguishable. This common ground
between organisational and personal values
is where a leader has the opportunity to
change an organisation’s culture because
ultimately values are what define a person’s
standards of behavior. Because culture is the
collection of expectations and norms that
determine how a group behaves, values and
culture are closely related. Values are the
enduring beliefs that a specific mode or end
state of existence is personally or socially
preferable to an opposite or converse code of
conduct or end state of existence (South-
West College, 2016). Value is a concept that

describes those beliefs of an individual
culture. According to Atta-panin (2015),
values represent the judgement of what
individuals or organisations consider to be
important forming the basis for how
decisions and actions are evaluated. The
power of deeply held beliefs is that they
determine how individuals act without
thinking, that is, how they naturally react to
various situations. A set of values may be
placed into the notion of a value system.

Organisational values form the norms,
guidelines, principles, and expectations that
prescribe  acceptable  behaviours by
employees in particular situations and
control the behaviour of organizational
members towards one another and within
work group. In other words, organisational
values serve as a measure of Organisational
culture (Thomas, 2013) by prescribing how
things ought to be and how members of an
organization are expected to behave (Suar &
Khuntia, 2010). According to Adegoke,
(2018) cited Bourne et al (2013), the
significance of Organisational values 1is
underlined by their central place in many
Organisational phenomena such as identity
(Ashforth et al., 1989), and culture (Schein,
1985), person-organisation fit (Cable et al,
2004) and socialization (Dose, 1997).
Bronwyn (2004) contends that organizational
values are a lever for change, as they
underpin the culture needed to enable
organisations to achieve key goals. In other
words, an organization’s performance is
greatly influenced by its cultural values.
Therefore, useful lessons can be learnt from
studying the differences in the corporate
performance  of  different  academic
institutions within the same country as well
as efforts to transform  moribund
organisations that do not either have core
values to guide their operations or live out
their espoused values. Puplampu (2004)
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found that core organisational values and
how these values are lived out greatly shape
the behaviour of organisational members, set
the scene for performance standards and
drive managerial thinking, leading to
competitive edge and higher performance of
university libraries, firms and other
organizations. Barrett (2005) adds that, when
organisations unite around a shared set of
values, they become more flexible, and less
hierarchical, less bureaucratic, and develop
an enhanced capacity for collective action.

Empirical Review

Sharon et al. (2020) in the study “Values at
Work: The Impact of Personal Values in
Organisations” This paper reviews and
integrates past research on personal values in
work organisations, seeking to portray the
role personal values play in shaping the
choices and behaviour of individuals in work
settings. They said that Values play a central
role in guiding organisations. Bedani (2012)
investigated the influence of organisational
values on stimuli and barriers to creativity in
the work environment in academic libraries.
The results of the study showed that the
organisational value of autonomy emerged as
the best predictor of both organisational
support for resistance to new ideas, such as
concern for community, realization, and
conformity, were positively related to
support new ideas, whereas the relationship
with tradition and mastery was negative. The
author found that the work context must
favour autonomy, the overcoming of
conservatism,  tolerance, equality in
relationships with employees, competence,
success, courtesy, and respect in work
relationships to foster creative processes. The
study concluded that organisational values
play an important role in the expression of
creativity in workers.

Canova and Porto (2010) conducted a study
with teachers in secondary schools to
identifying the impact of organisational
values on occupational stress since creativity
is required for the teachers; intellectual
development and students’ involvement. The
researchers found that teachers who reported
stronger organisational values of autonomy,
well-being, ethics and concern with the
community reported less occupational stress.
The authors concluded that organisational
values significantly influence the
occupational health of teachers. Humphrey
and Mark (2013) investigated
‘Organisational ~ values: A dynamic
perspective’ and made the case that there are
four distinct forms of organisational values-
espoused, attributed, shared and aspirational.
These partial, but related forms encompass
variation in temporal orientation and levels
of analysis. They used the forms to reveal the
dynamic nature of organisational values by
delineating the evolution of gaps and
overlaps between them. They set out a series
of propositions, originating from
institutional, organisational and managerial
sources to explain the movement between
these distinct forms of values and the
potential  implications for organisation
behaviour and security behaviours. Finally,
they considered the possibilities of this fine-
grained analysis of the organisational values
concept for future research.

Theoretical Framework

The General Deterrence Theory (GDT) is
used to describe the Librarians’ Security
Behaviour variable. The Deterrence theory of
punishment can be traced to the early works
of classical philosopher Cesare Beccaria
(1738-1794). This theory justifies that
procedural security countermeasures which
are factors that tend to increase employee
information security awareness in the
organisations information security, are the
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requirements of security threats and
consequences of illicit actions inclined to

lead to compliant behaviour. That is,
procedural security countermeasures
influence employee security behaviour
indirectly  through employee security
awareness. The GDT employed both
negative and positive behaviours of

employee in the organisation. The theory of
deterrence relies on three individual
components: severity, certainty and celerity
of sanctions. Based on the rational choice
view of human behaviour, GDT is based
upon the central proposition that illicit
behaviour can be controlled by the threat of
sanctions. Therefore, GDT focuses on

(TJOLAIS) Volume 13 No. 1 (2024) elSSN 2992-3077

disincentives against committing a criminal
act and the effect of these disincentives on
deterring others from committing deviant
acts.

Value Theory is used to describe the
Organisational Value variable. This theory
was propounded by Rokeach in 1973.
Rokeach proposed a list including two sets of
values, namely the terminal values (referring
to desirable and end-state existence; the
goals that a person would like to achieve
during their lifetime and may vary among
different groups of people in different
cultures) and instrumental values (referring
to preferable modes of behaviour; means of
achieving the terminal values).

Rokeach’s 18 terminal and 18 instrumental values (Rokeach, 1973)

Table 1:

Terminal Values (End-States)

Social (Focus on Others)

Personal (Self-Focused)

A World at Peace

A World of Beauty
Equality Family
Security Freedom
Mature Love
National Security
Social Recognition T
True Friendship

A Comfortable Life

An Exciting Life

A Sense of Accomplishment
Happiness

Inner Harmony

Pleasure Salvation
Self-respect

Wisdom

Instrumental Values (Behavioural)

Moral (Focus on Morality and Relations)

Competence (focus on competence)

Broadminded
Forgiving
Helpful
Honest
Loving
Cheerful
Obedient
Polite
Responsible

Ambitious
Capable

Clean
Courageous
Imaginative
Independent
Intellectual
Logical
Self-Controlled

Source: Rokeach (1973)
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Methodology

The study adopted the survey research design.
The population for this study comprised of
two hundred and ninety-five (295)
professional librarians who have a first
degree, a master's degree, and a Ph.D. in
library and information science and other
related field of information studies from the
twenty-five (25) universities; Federal (6),
State (5), and Private (14) owned university
libraries in the South-East geopolitical zone
in Nigeria. Total enumeration method was
used due to the manageable size of the
population of librarians under investigation

Result

to give comprehensive coverage of all
librarians in all the universities in South-East
Nigeria, therefore there will be no sample for
this study. A well-structured questionnaire was
used to obtain data for this study, out of 295
questionnaires distributed, 241 were returned and
used for analysis. Data collected were analyzed
using simple percentage and frequency tables,
and finally, regression with the aid of Statistical
Product and Service Solutions (SPSS) was used
to test the stated hypotheses. The methods used
for testing hypotheses were simple and multiple
regression analysis was done at 0.05 significant
levels. The data collected were analysed using
descriptive and inferential statistics.

Research Question One: What are the digital security behaviour is exhibited by librarians in

University libraries in South-East, Nigeria?

Table 2
Librarians’ Digital Security Behaviour
Security Behaviour Alway | Sometime | Hardl | Never | Undecide | Mea | Std.
S y d n
Secured Mobile Devices 4.15 ;.01
I lock my computer when I leave my office | 95 8 0 6 075
4.29 ’
§39.4% (54.8%) (3.3%) (2.5%) 6
I prevent others from having access to my | 110 21 3 13 L0
phone 4.18 '
§45.6% (39.0%) 8.7%) | (1.2%) (5.4%) 5
I use trusted to websites work 102 14 1
30 303 | 1:27
542.3% (39.0%) (5.8%) | (0.4%) (12.4%) : 5
Antivirus protection 3.88 ;.17
I usually log-out- of my online accounts | 117 11 8 8
when I use other people's devices... 4.27 0.94
(48.5% | (40.2%) (4.6%) | (3.3%) | (3.3%) : 4
)
I always use antimalware (antivirus) | 81 22 4 )
applications on my digital devices... 8 3.86 1.23
(33.6% | (44.0%) 9.1%) | (1.7%) : 6
) 11.6%)
I regularly update the antivirus on digital | 76 28 7 27 3.80 | 123
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devices... (31.5% | (42.7%) (11.6% | 2.9%) | (11.2%) 5
) )
I stay informed about security risks online | 74 110 13 15 29 128
in the workplace... (30.7% | (45.6%) | (5.4%) | (62%) | (120%) |377 |3
)
I frequently scan my digital devices for | 58 118 26 15 24
malware... 371 1.19
(24.1% | (49.0%) (10.8% | (6.2%) | (10.0%) . 0
) )
Scheduled Backups 376 ;.22
I always back up my personal data and | 65 142 13 10 11 0.95
i(;crlliments as soon as I am done with my 27.0% | (58.9%) 5.4%) | (5.4%) | @4.6%) 4.00 1~
)
I use trusted devices in my place of work 69 123 11 8 30 - L4
§28.6% (51.0%) (4.6%) | (3.3%) (12.4%) . 6
Backups of information are conducted and | 73 100 24 12 3 131
maintained periodically (30.3% | (41.5%) (10.0% | (5.0%) 3.71 0.
(13.3%)
) )
I havg response plans as well as continuity 59 13 7 20 4 140
plans in place in case of a security breach (24.59% 3.53 :
N O 1 (46.9%) | 2.9%) | 8.3%) | (17.4%) 0
Use of Firewall 351 ;.43
I use security applications like antimalware | 71 101 15 9 45
(antivirus) and firewalls on my digital 3.60 1.42
devi (29.5% | (41.9%) 6.2%) | (3.7%) | (18.7%) : 6
evices )
My organisation use firewalls to restrict | 55 105 19 10 52 a4
traffic _into and out of the network at 22.8% | (43.6%) 79%) | 4.1%) | 21.6%) 3.42 4~
strategic points )
Strong password 2.85 ;.40
}Oclg(i)nn‘(:)rtelzlseliilizsshare my passwords and 89 47 32 25 48 s 154
(36.9% (19.5%) (13.3% | (10.4% (19.9%) . 8
) ) )
I use strong passwords (made up of at least | 95 25 36 41 4
8 characters, including ope capital letter, (39.4% | (10.4%) (14.9% | (17.0% 336 1.57
one small letter, one special character, and (18.3%) 0
) ) ) =
one number
I avoid opening emails from unknown 19 23 71 65 63 546 1.20
senders to minimize phishing and security 79%) | (9.5%) 29.5% | (27.0% | (26.1%) : 0

risks.
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) )
I never divulge my passwords to | 25 7 49 55
protect the privacy and security of my acco 105 2.14 1.29
unts. (10.4% | (2.9%) (20.3% | (22.8% (43.6%) : 5
) ) )
Secure Laptops 2.82 1.30
) 3
I often update software and applications on | 84 13 77 35 3 Lo
your laptop (34.9% | (5.4%) (32.0% | (14.5% 334 1y
(13.3%)
) ) )
I prioritize avoiding online and workplace | 66 36 45 47 47 148
security risks. (274% | (14.9%) | (18.7% | (19.5% SR Y
(19.5%)
) ) )
I follow established procedures for 55 37 48 57 44 Lo
reporting security breaches involving my 3.01 :
laptop (22.8% | (15.4%) (19.9% | (23.7% (18.3%) 9
) ) )
I get awareness of potential laptop security 71 13 93 72 4 110
threats when using my laptop at work (38.6% | (29.9% 258 :
(8.7%) | (5.4%) N ¢ N “ 1 (17.4%) 8
I refrain from sharing my digital devices, | 7 17 54 73 90
including phones, computers, and tablets, to 299 719 22.4% | (30.3% 2.08 1.06
maintain security and privacy. (29%) | (7.1%) ; e ; =7 (37.3%) 8
Grand Mean 3.50 }.26

Source: Researcher’s Field Survey, 2023

Decision Rule: Always= 4.20-5.0; Sometimes= 3.40-4.19; Hardly =2.60-3.39; Never=1.80-
2.59; Undecided= 1.0-1.79

The security behaviour of librarians in universities in South-East, Nigeria is always practiced, as
presented in Table 1 shows a grand mean of 3.50 (SD = 1.261) on a 5-point Likert-type scale.
This suggests that security behaviour is a common practice among librarians in universities in
South-East, Nigeria. Top on the list of security behaviours practiced was securing mobile devices
(x = 4.15, SD = 1.019), antivirus protection (x = 3.88, SD = 1.178), scheduled backups (x =
3.76, SD = 1.227) and firewall (x = 2.85, SD = 1.403). The Table further revealed that strong
passwords (x = 2.5082; SD = 1.303) and securing laptops were sometimes practiced whereas the
respondents do not participate in annual security awareness training.

Research Question two: What organisational values are prevalent among librarians in
University libraries in South-East, Nigeria?
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Table 4.3

Organisational Values in university libraries

Organisational Strongly | Agree | Disagree | Strongly | Undecided | Mean | Std.
values agree disagree

Integrity 4.17 | 0.867
At the organisation I | 103 122 7 3 6

work in, honesty is 42.7%) | (50.6%) | (2.9%) (12%) (2.5%) 430 |0.802

highly valued

The organisation 1|76 140 7 12 6

work in encourages | 31 sg | (58.1%) | (2.9%) | (5.0%) (2.5%) |4.11 |0.871
open knowledge and

information sharing.

At the organisation I | 79 133 12 7 10

work in the morality |\ 35 g9y | (5520 | (5.0%) | 2.9%) | “1%) |4.10 |0928
of the employees is

valued.

Respect 412 | 0914

Tolerance at work is | 83 135 7 8 8

important —in My | 34 40y | (56.0%) | (2.9%) | (3.3%) | (3.3%)
organisation as
individuals  tolerate 4.15 |0.887
each other despite of
religious or ethnic

differences.
At the organisation I | 81 129 12 10
i 9
work - in, - the |33 60y | (53.5%) | (5.0%) | (4.1%) 409 |0.940
employees are (3.7%)
respected.
Accountability 394 | 1.074
At the organisation I 86 117 6 19 13
work in, there is an
inspiring work vision, (35.7%) | (48.5%) | (2.5%) (7.9%) (5.4%) 401 |1.090
mission and
philosophy.
At the organisation I |72 132 10 15 12

work in, self-
actualization s (29.9%) | (54.8%) | (4.1%) (6.2%) (5.0%) 398 1.020

encouraged (for
example, the ability to
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give  meaning to
oneself).

At the organisation I | 58 135 15 13 20
work in, the
employees who  are (24.1%) | (56.0%) | (6.2%) (5.4%) (8.3%) 10 1113
devoted to the job are
valued
Equality 390 | 1.050
At the organisation I | 67 139 15 13
work in, tolerance is
’ 27.8% 57.7%) | (6.2% 5.4% 7

encouraged ( o) | ( 0) | (6-2%) (5.4%) 4.02 ]0.906
(especially among (2.9%)
ethnic groups).
At the organisation I | 67 136 14 11

i i 13
work in, the morality | 57 g1y | (56.4%) | (5.8%) | (4.6%) 397 | 1.004
of the employees is (5.4%)
valued
Timely and | 65 108 29 11
constructive feedback 27.0%) | 44.8%) | (12.0%) | (4.6%) -
to the employees on

: 371 | 1.241

performance is (11.6%)
provided at the
organisation I work in.
Team spirit 3.88 | 1.057
At the organisation I | 68 133 16 16
work in, employees 282 5 8
are encouraged to feel (28.2%) | (55.2%) | (6-6%) (6.6%) 3.98 ]0.957
like part of the (3.3%)
organization.
At the organisation I | 68 130 14 8 71
work in, team-work is 282%) | (53.9%) | (5.8%) (3.3%) (8.7%) 3.90 1.119
encouraged. 170
Employee 55 123 32 13
achievements are
recognized at the (22.8%) | (51.0%) | (13.3%) | (5.4%) s
organisation I work in 376 | 1.095
(for example (7.5%)
employees are
praised, and
acknowledged).
Creativity 385 |1.133
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At the organisation I
work in, the
employees who are
productive and work
effectively are valued.

73
(30.3%)

125
(51.9%)

14
(5.8%)

10
(4.1%)

19
(7.9%)

3.93

1.112

At the organisation I
work in,  healthy
competition between
employees is
encouraged.

68
(28.2%)

118
(49.0%)

21
(8.7%)

17
(7.1%)

17
(7.1%)

3.84

1.125

At the organisation I
work 1in, initiatives
and new ideas
provided by the
employees are valued

57
(23.7%)

132
(54.8%)

18
(7.5%)

(3.7%)

25
(10.4%)

3.78

1.162

Compliance with security, rules and regulations

3.54

1.368

At the organisation I
work in, there are
understandable
written rules of work
policies.

78
(32.4%)

125
(51.9%)

6
(2.5%)

13
(5.4%)

19
(7.9%)

3.95

1.130

At the organisation I
work in, job security
is provided.

63
(26.1%)

108
(44.8%)

19
(7.9%)

14
(5.8%)

37
(15.4%)

3.61

1.344

At the organisation I
work in, response to
threats are handled
with immediate effect

64
(26.6%)

94
(39.0%)

10
(4.1%)

23
(9.5%)

50
(20.7%)

341

1.489

At the organisation I
work in, verbal
agreements are
upheld.

53
(22.0%)

83
(34.4%)

25
(10.4%)

20
(8.3%)

60
(24.9%)

3.20

1.507

Safety and health

3.54

1.269

At the organisation I
work in, the health of
the employees is cared
for (for example,
health courses, and
sporting events are
initiated)

49
(20.3%)

74
(30.7%)

58
(24.1%)

22
(9.1%)

38
(15.8%)

3.31

1.325
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At the organisation I
work in suitable work
conditions are
provided (for
example, there is
provision for fans and
air conditions)

61
(25.3%)

110
(45.6%)

35
(14.5%)

14
(5.8%)

21
(8.7%)

3.73

1.161

An adequate physical
work environment for
the employees is
provided at  the
organisation I work in
(for example, the
necessary tools are
provided).

62
(25.7%)

98
(40.7%)

31
(12.9%)

16
(6.6%)

34
(14.1%)

3.57

1.321

Employee welfare

3.40

1.267

At the organisation I
work in, salaries are
paid on time.

72
(29.9%)

85
(35.3%)

59
(24.5%)

(3.7%)

16
(6.6%)

3.78

1.117

At the organisation I
work in, bonuses are
provided according to
performance.

50
(20.7%)

53
(22.0%)

75
(31.1%)

28
(11.6%)

35
(14.5%)

3.23

1.305

The organisation I
work in provides all
social guarantees (for
example, paid
vacations, health
insurance, pension
plan, benefits in the
event of accidents,
maternity/paternity
benefits, benefits in
cases of  serious
illness)

52
(21.6%)

56
(23.2%)

61
(25.3%)

29
(12.0%)

43
(17.8%)

3.19

1.379

Grand Mean

3.82

1.111

Source: Researcher’s Field Survey, 2023

Decision Rule: 4.20-4.99 = Strongly agree; 3.40-4.19 = Agree; 2.60-3.39 = Disagree; 1.80-
2.59 = Strongly disagree; 1.0-1.79 = Undecided;

Table 4.4 shows what librarians in university libraries in South-East, Nigeria agreed that
organisational values are generally established and prevalent in the libraries as indicated by the
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grand mean of 3.82(SD = 1.111) on a 5-point Likert-type scale. Organisational value was
categorized into employee welfare, team spirit, integrity, equality, creativity, accountability,
compliance to security, rules and regulations, respect, and safety and health. The findings further
revealed that integrity had the highest average mean (x = 4.17, SD = 0.867) while employee
welfare had the lowest average mean (x = 3.40, SD = 1.267) on a 5-point Likert-type scale.
While one would expect robust employee welfare package in university libraries to top the list,
however, this is not the case as shown in the study ((x = 3.40, SD = 1.267). Therefore, one could
infer from the findings that, a quite number of respondents agreed that employee welfare is
considered important in securing organisations’ data from hackers in the university libraries in
South-East, Nigeria.

Research Question Three: What are the challenges facing librarians’ security behaviours in
Universities in South-East, Nigeria?

Table 4.4 Challenges affecting librarians’ security behaviour

Challenges Yes No
N % N %
Lack of laid down security | 174 (72.2%) 67 (27.8%)

policies and procedures

Carefree attitude among co- | 157 (65.1%) 84 (34.9%)
workers in handling sensitive
data in the library

There is a general lack of | 145 (60.2%) 96 (39.9%)
awareness to safeguarding of
information in my library

Lack of supervisory support in | 124 (51.4%) 117 (48.6%)
my library

Lack of Financial resources to | 110 (45.6%) 131 (54.3%)
update antivirus protection

My working environment is | 100 (41.5%) 141 (58.5%)
poor

I am not sufficiently motivated | 98 (40.7%) 143 (59.5%)

in my library

I am not adequately rewarded | 94 (39%) 147 (61%)
in my library

I experience unfair treatment | 74 (30.7%) 167 (69.3%)
from my supervisor

I lack the knowledge to retain 69 (28.7%) 172 (71.4%)
strong password

Source: Researcher’s Field Survey, 2023
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Table 3 shows the result of challenges of
librarians’ digital security behaviours in
university libraries in South-East, Nigeria.
The findings revealed the challenges of
librarians’ digital security behaviour in the
study and found that lack of laid down
security policies and procedures (72.2%) was
the number one challenge barring librarians’
digital security behaviour in university
libraries. Other challenges include acarefree
attitude among co-workers in handling
sensitive data in the library (65.1%), lack of
awareness to safeguarding of information in
the library (60.2%), Lack of supervisory

support in my library (51.4%), and Lack of
Financial resources to wupdate antivirus
protection. However, the findings also show
that university libraries in South-East,
Nigeria have qualified librarians who have
the knowledge to retain strong passwords
(71.4%), quite a number of personnel attest
their supervisors treat them well 69.3%), and
are rewarded adequately. Based on the
finding, it can be inferred that librarians in
University libraries in South-East, Nigeria,
needs constant training as regard compliance
to security on organization data protection.

Hypothesis Two: Organisational values have no significant influence on librarians’ digital
security behaviour in university libraries in South-East, Nigeria.

Table 4.8 Simple linear regression analysis of organisational values and librarians’ digital

security behaviour

Predictors B Std. |Beta |T P R* |Adj. |F ANOVA
Error | (B) R’ (Sig.)

(Constant) 2.518 | 0.189 13.325 | 0.000

Organisational 25.144

Value 0.246 | 0.049 | 309 | 5.014 | 0.000 | 0.095 | 0.091 0.000

Dependent Variable: Librarians’ Security Behaviour

Predictor: (Constant), Organisational Value
DF (F-Statistic) = 1, 240
DF (T-Statistic) = 239

Source: Field Survey Results, 2023

Estimated model

The model for the regression output is estimated as:

LSB = B0 + B1OV +

Where LSB = Librarians’ security behaviours, OV = Organisational value, and p = error term

Table 4.8 shows that organisational value has
a positive and significant influence on
librarians’ security behaviour in university
libraries in South-East, Nigeria (R2 =0.095, p
= 0.309, 1 (239) = 5.014, p < 0.05). The § =

0.246 and f-value of 5.014 affirms that the
regression coefficient for organisational
values is statistically significant. The model
shows that organisational values explain
9.5% (R* = 0.095) variation in librarians’
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security behaviours in university libraries in
South-East, Nigeria. This implies that
organisational value is a significant predictor
which predicts the librarians’ security
behaviours. Therefore, the null hypothesis
(Ho2) which states that organisational value
has no significant influence on librarians’
security behaviour in university libraries in

South-East, Nigeria was rejected. The
hypothesis is  therefore restated as:
Organisational value has a significant

influence on librarians’ security behaviour in
university libraries in South-East, Nigeria.
This result suggests that an increase in
organisational values leads to better digital
security behaviour among librarians in
university libraries in South-East, Nigeria.

Discussion of Findings

Research question one sought to find the
level of librarians’ security behaviour in
university libraries in South-East, Nigeria.
The study found that the level of librarians’
security behaviour is high as the librarians
agreed to practice security behaviours. This
finding agrees with the study of Oguedoihu
and Adinchezor (2022) who found that
library staff in two academic libraries in
South-East, Nigeria, practiced security
measures available to them. The result from
this present study is in tandem with the
previous study conducted by Mabawonku
and Madukoma (2022) on information
security awareness and information security
compliance in university libraries in South-
West, Nigeria who reported that security
measures was available and practiced in the
libraries. The findings of this present study
are also in agreement with those of Nath and
Deka (2020) who stated that information
security measures were moderately available
and practiced in university libraries in
Assam. The finding of this study is however
in contrast with the finding of Jagadish and

Sarasvathy (2016) who reported low-security
practices in Karnataka University Libraries.

Research question two sought to identify
organizational values prevalent in academic
libraries in South-East, Nigeria. Among the
values prevalent in academic libraries in
South-East, Nigeria are integrity, respect,
accountability,  equality, team  spirit,
creativity, compliance with security, rules
and regulations, safety and health and
employee welfare. This study corroborates
the findingsof Souse and Porto (2016) who
established prevalent organizational values in
Brazil. This finding also supports the finding
of Gorenak and Kosir (2012) who reported
explicit  organizational  values among
librarians in Slovenia. Correspondingly, this
study agrees with the study of Bedani (2012)
who submitted that organizational value was
in place and was the best predictor of
organizational support in academic libraries
in Brazil. This finding is also in line with the
assertion of Canova and Porto (2010) who
concluded a prevalent organizational value
system was in place in Brazil.

Hypothesis two revealed that organizational
value has a positive and significant influence
on librarians’ security behaviour in academic
libraries in universities in South-East,
Nigeria. This finding is consistent with the
finding of Riemenschneider, Burney & Bina
(2023) who reported that organizational
values influence security behaviour in USA.
Similarly, this finding is in line with
Gjerdrum, et al. (2018) findings which show
that organisational values influence all
variables in the model as hypothesized.

Conclusion and Recommendations

1. The research was conducted on
organizational value and librarians’
security  behaviours in  university

libraries in South-East, Nigeria. It was
carried out to ascertain the influence of
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organizational value on librarians’
security behaviours and also the
challenges facing security behaviours.
The findings showed that organizational
values are generally established and
prevalent in the libraries and based on
the findings of this study, the study
concluded that organizational values
play an important role in enhancing and
ensuring librarians’ security behaviour
in university libraries in South-East,
Nigeria. The study recommended that
even though organizational values are
prevalent in university libraries in
South-East, Nigeria, it is pertinent that
stakeholders, university management
and administrations look into employee
welfare to sustain and possibly improve
organizational value in their libraries.
Furthermore, library authorities should
ensure that librarians are sensitized on
the importance of using strong
passwords in their computers, making
sure backups are done regularly for the
safety of volumes of data in their
systems to be protected from inside
hackers and those outside.
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